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15τ20 ȅŜŀǊǎ ŀƎƻ Χ

ÅInternet starting to reach a wider audience

ïmost people did not have emails

ïcomputer security ςan afterthought

ÅThe typical hacker, often portrayed as

ïteenager, 

ïŀǘǘŀŎƪ ŀ έŎƘŜǎǎ ƎŀƳŜέ

ïgoal:ǎƻƳŜ ŜǎƻǘŜǊƛŎ ŦŀƳŜ Χ

ÅAnd today ?

SVT Documentaryoct-10, 2010: Att hacka en stormakt (http://goo.gl/1Zrd)
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Outline

ÅStatus today

ÅMonitoring traffic

ÅResearch Activities

ïReasoning with alerts from several sensors

ïMonitoring backbone traffic

ÅEuropean network: SysSec
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Malicious Code

ÅMany users say: 
I would never download unsecure content!

ÅBut what type of content is safe?

Targeted attacks
ω
ω
ω

Targeted attacks
ω48% of exploits target Adobe Acrobat / Adobe Reader
ωAdobe begins a quarterly patch cycle
ωHealth Check statistics show that Adobe Reader is among

the top unsecured applications
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http://home.mcafee.com/AdviceCenter/most-dangerous-celebrities

Cameron Diaz Searches Yield Ten Percent 
Chance of Landing on a Malicious Site
Cameron Diaz Searches Yield Ten Percent 
Chance of Landing on a Malicious Site

Dangerous People (!!!)
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http://doi.ieeecomputersociety.org/10.1109/MC.2010.237 http://www.zdnetasia.com/malware-link-to-air-crash-inconclusive-62202513.htm
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New Era 2010: Stuxnet

ÅAdvanced Malware

ïtarget specifically Programmable Logic Controllers: 
Siemens SIMATIC Step 7 software

ïLots of rumors of goal and who creators

Å designed and released by a government
ïthe U.S. or Israel ??? 

ÅTarget: Bushehrnuclear power plant in Iran
(60% of infected hosts in Iran)

Symantecoct-2010: W32.Stuxnet Dossier (http://goo.gl/pP7S)
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Stuxnet: tŀƴŘƻǊŀΩǎbox ?

ïStuxnetis advanced and one of the 
ŦƛǊǎǘ ǿƛƭŘ ƳŀƭǿŀǊŜΩǎ ǘŀǊƎŜǘƛƴƎ t[/ǎΦ

Å6τ8 people about 6 months to create.

ïPLCs exists in many industries

Å factoryassembly lines, amusement rides, 
or lighting fixtures. 

Å Compare this with the Lovelettervirus (2000)

ï 2003/11 there existed 82 different variants of Loveletter.

ï It is claimed that more than 5,000 attacks are carried out every day.

now blueprint to create malware targeting PLCsnow blueprint to create malware targeting PLCs
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